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Abstract

IP source address spoofing is used by DDoS and
DrDoS attacks in the Internet. This paper presents a
signature-and-verification based IP spoofing
prevention method, Automatic Peer-to-Peer Based
Anti-Spoofing Method (APPA). APPA has two levels:
Intra-AS (Autonomous System) level and Inter-AS level.
In the Intra-AS level, the end host tags a one-time key
into each outgoing packet and the gateway at the AS
border verifies the key. In Inter-AS level, the gateway
at the AS border tags a periodically changed key into
the leaving packet and the gateway at border of the
destination AS verifies and removes the key. The most
prominent characteristic ofAPPA is the automatically
synchronizing state-machine, which is used to update
keys automatically and effectively. The benefits of
APPA are: (1) preventing IP address spoofing strictly,
end systems can't even spoofaddresses in the same AS
or subnet, (2) providing very low running and
management costs, (3) supporting anti-replay attacks
and incremental deployment.

1. Introduction

IP source address spoofing is used in many attacks
in the Internet, such as some DDOS/DrDoS attacks. In
DDOS/DrDOS attacks, spoofing source IP address is
used to: (1) Amplify the attacks such as DNS
amplification attacks [1][2][3]; (2) Weaken victim's
defensive ability since the victim can't filter the
abnormal packets by IP source address, such as TCP
SYN Flooding [4]; (3) Conceal the real attacker.
According to the research of [5], about 3000-4000
large-scale DDOS attacks were launched every week.
Botnets and SPAM became a serious problem in
modem internet. A Cisco research report [6] shows that
by Nov 2006 the traffic of SPAM is about 7.8 times
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more than the normal traffic in Internet. The scale of
botnets is increasing fast and can't be controlled unless
IP spoofing is stopped.

Many methods have been proposed to prevent IP
address spoofing, such as Ingress Filtering [7], uRPF
[8], SPM [9]. However, these mechanisms all have
some deficiencies, which lead to the fact that none of
them has been widely deployed. Besides, current
methods can't prevent spoofing in a fine granularity.
We still need a safe, efficient mechanism with a fine
granularity.

This paper presents a signature-and-verification
based IP source address spoofing prevention method,
Automatic Peer-to-Peer Based Anti-Spoofing Method
(APPA). APPA has two levels: Intra-AS level and
Inter-AS level. In the Intra-AS level, the end host tags
a one-time key into each departing packet and a
gateway verifies the key. In Inter-AS level, the router
at the source AS border tags a periodically changed
key into the leaving packet and the one at the border of
the destination AS verifies and removes the key. The
most prominent characteristic of APPA is the
automatically synchronizing state-machine, which is
used to update keys automatically and effectively. The
benefits of APPA are: (1) preventing IP address
spoofing strictly, end systems can't even spoof
addresses in the same AS or subnet, (2) providing very
low running and management costs, (3) supporting
anti-replay attacks and incremental deployment. The
presented method is proposed to be considered in IPv6
protocols design and deployment.

The rest of this paper is organized as follows.
Section 2 introduces related work. Section 3 presents
the state machine based key generation and verification
process for APPA, section 4 discusses the details of
APPA solution, section 5 analyzes the security and
performance issues and carry out some comparison,
and section 6 concludes the paper.

392

Authorized licensed use limited to: Tsinghua University Library. Downloaded on January 5, 2009 at 10:59 from IEEE Xplore.  Restrictions apply.





source to verify keys.
3. It is hard to infer the TSM from known key

sequence. This makes TSM safe against
eavesdropper.

4. It is fast and lightweight to produces keys. The
space requirement of TSM is light-weighted.

5. The number of TSM must be huge since attackers
may guess the TSM by brute-force.

3.2 The Design of State-Machine

In summary, the 5 characteristics of TSM are fast,
large state space and long period, lightweight space,
not inferable and large choice space. We discuss some
possible implementations and give an excellent one.

Hash-Chain [21] is one possible implementation,
but it is not fast enough and the space requirement is
not light-weight, so it's not a good implementation. As
analyzed in our former paper[22], we use good RNGs
(Random Number Generators) to implement the TSM,
such as KISS[23], Mersenne Twister[24]. We use two
RNGs to generate two sequences of random numbers,
each pair of which denotes one state of the TSM. The
key comes from a XOR computation of two
counterpart random numbers. This is similar to the
One-Time-Pad (OTP) stream cipher mechanism [25] in
cryptology.

Because the key changes after each packet, TSM
requires that the disorder and missing of packets not be
serious. But packets may get lost or become disordered
in real environments. We will solve this problem in the
next section.

4. APPA

4.1 Inter-AS and Intra-AS

Figure 2. The two-level APPA Scheme

As mentioned in the last section, in APPA, TSM
produces a unique key for each packet. But the packets

can't reach the destination in serious disorder or miss a
lot. Within a small scale of network like a subnet, this
requirement can be easily met. But between different
ASes, packets may become disordered or get lost in the
route due to many reasons such as QoS or congestion
control. So we need two sets of mechanisms for
different scenarios. Besides, a hierarchical structure
will help with increment deployment. Thus, we
proposed APPA solutions on two levels: Inter-AS and
Intra-AS. In Inter-AS level, the border router in the
source AS tags a periodically changed key into each
packet and the border router in the destination AS
checks the key. In Intra-AS level, the end-system tags a
unique key into each packet and a gateway verifies the
authenticity of the key. The difference between Inter
and Intra-AS is that key changes in each packet in Intra
AS level while it changes periodically in Inter-AS
level. The whole APPA solution is shown in Figure 2.

4.2 The Inter-AS level

The Inter-AS level is used to enforce incremental
deployment among ASes, which has the following
steps:
1. Exchange TSM. Gateway in AS A sends its TSM

(A, B) to the gateway in AS B and also receives
TSM (B, A) from B. This exchange process could
be carried out with a security method such as
Diffle-Hellman protocol.

2. Synchronization. A and B start APPA at the same
time. It is important to synchronize the TSMs
between two ASes so we have special strategy
described in the following part.

3. Tag and verify key. A produces key (A to B) with
TSM (A, B) and key (B to A) with TSM (B, A),
then save them in out-table and in-table
respectively for future look-up.

4. Update key. Keys are updated every 200 seconds.
The reason to update keys is that keys may be
revealed by accident such as brute-force guessing
or eavesdropping. Changing keys frequently could
mitigate the threat ofkey disclosure.

Synchronized clocks of TSMs between ASes are
important. If there is only a tiny timing difference
between two ASes, then setting a critical time could
easily solve the problem. In the critical time both the
old key and the new key are allowed. But if the timing
difference if large or clock drifting exists between two
ASes, we need to recover the synchronization before
things get worse.

To recover the synchronization, each AS pair
maintains two special TSMs, one for sending and the
other for receiving. Recovery-packet is used for re
synchronization. Special TSM generates keys to tag in
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